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Abstract

Conventional authenticated encryption (AE)
schemes put emphasis on the one-to-one setting,
which allow one signer to produce an authenticated
ciphertext such that only the designated recipient can
recover the message and verify its corresponding
signature. To meet the need of diversified applications
which require simultaneously fulfilling the security
requirements of integrity, authenticity, confidentiality
and non-repudiation, this paper presents a
group-oriented convertible authenticated encryption
(CAE) scheme with (t, n) shared verification.
Designed mainly for the multi-user setting, the
proposed scheme enables one signer to send a
confidential message along with the signature to the
designated group of n recipients. Any t or more of n
designated recipients can cooperatively recover the
message and verify its signature while less than or
equal to t — 1 can not. Moreover, in case of a later
dispute over repudiation, the designated group of
recipients has the ability to convert the signature into
an ordinary one for convincing anyone of the signer’s
dishonesty.

Keywords: group-oriented, convertible authenticated
encryption, threshold, discrete logarithms
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1. Introduction

The public key encryption and digital signature
schemes [4, 11] are two vital functions of the public
key cryptosystem which was first introduced by Diffie
and Hellman [3] in 1976. Based on the intractability of
solving the discrete logarithm problem (DLP) [3, 9],
the public key system equips each user a self-chosen
private key and the corresponding public key stored in
the public key directory which is accessible to anyone.
It is computationally infeasible for any malicious
adversary to derive the private key from its known
public one. When communicating over an insecure
channel like the Internet, a sender can deliver a
message encrypted with the receiver’s public key to
the destination such that only the intended receiver
can decrypt the ciphertext with his own private key
and then read the message. On the contrary, the digital
signature for the message is produced with the
sender’s private key and is publicly verifiable with the
sender’s public key. It can be seen that the public key
encryption fulfills the security requirements of
confidentiality [6] while digital signature schemes
satisfy those of integrity [12], authenticity [2, 12] and
non-repudiation [10].

As to simultaneously fulfilling the above four
security requirements, a flat-out way would be the
conventional two-step approach [13], i.e., first sign
then encrypt. However, the approach is inefficient
since the cost is equal to the sum of both. To obtain
better efficiency, an authenticated encryption (AE)
scheme was proposed by Horster et al. [5] in 1994. AE
schemes enable the signer to generate an authenticated
ciphertext such that only the designated recipient has
the ability to recover the message and verify its
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corresponding signature. Yet, a later dispute that the
signer repudiates his signatures might occur. To
eliminate the drawback, in 1999, Araki et al. [1]
proposed a convertible limited verifier signature
scheme which provided the signature conversion
mechanism to deal with the dispute over repudiation.
In 2002, Wu and Hsu [15] further proposed a
convertible authenticated encryption (CAE) scheme in
which the signature conversion process was rather
simple and could be solely done by the designated
recipient. Lv et al. [8] also proposed a more secure
and practical CAE scheme in 2005.

With  the  diversified  development  of
E-Commerce, group-oriented applications have played
an important role in the modern society. To facilitate
those gradually important group-oriented applications
which require simultaneously satisfying all the
before-mentioned security requirements, this paper
elaborates on the merits of conventional CAE schemes
to propose a group-oriented CAE scheme with (t, n)
shared verification. The proposed scheme enables one
signer to generate an authenticated ciphertext such that
any t or more of n designated recipients can
cooperatively recover the message and verify the
signature while less than or equal to t — 1 can not.
Further, when the case of a later dispute over
repudiation occurs, the designated group of recipients
has the ability to convert the signature into an ordinary
one for convincing anyone of the signers’ dishonesty.

The rest of this paper is organized as follows.
Section 2 presents the group-oriented CAE scheme
with (t, n) shared verification. The security
considerations of our proposed scheme and
comparisons with other previous works are given in
Section 3. Finally, we make some conclusions with
respect to the significance of the proposed scheme in
Section 4.

2. The Proposed Scheme Based on Discrete
Logarithms

In this section, we introduce the group-oriented
CAE scheme with (t, n) shared verification over a
finite field. The proposed scheme is divided into three
stages: the signature generation, the message recovery
and signature verification, and the signature
conversion stages. Initially, a trusted system authority
(SA) will choose the following necessary parameters
and help each user with the generation of his key pair:
p, q: two large primes satisfying that q | (p — 1);

0: a generator of order q over GF(p);

h(-): a secure one-way hash function which
accepts input of any length and generates a
fixed length output;

G: ={uy, Uy, ..., Upn}, the group of n users;

d: the group G’s private key d Z; ;

yD: the group G’s public key computed as

g” mod p; (1)

=d + dix + ...+ dt_lxt_l, at— 1 degree
polynomial where dj’s € Zg,

Note that the group G’s private key d and the t — 1
degree polynomial f(x) are kept secret while others are

made public. Each user uj’s private key is derived by
the SA as x;j = f(i), for i = 1 to n, and then distributed
to uj via a secure channel. The corresponding public
key of u; with respect to Xx; is computed as

y; = g% mod p. Details of each stage are described as
follows:

f(x) :

The signature generation stage: For signing the
message m with redundancy embedded, the signer uy

first chooses an integer k Z; and then computes

Czka mod p, 2
s; =mh(C) *mod p, ©)
s, =h(m,h(g* mod p),C)modq, )
S3 =K —X55, modq. (5)

Here, the authenticated ciphertext for the message m is
(s1, S2, s3) which is then sent to the group G of
designated recipients.

The message recovery and signature verification
stage: Without loss of generality, let VG = {uy, uy, ...,
ui} be the verifying group of t designated recipients

who will cooperatively recover the message m and
verify its signature on behalf of the original group G.

Upon receiving the signature, each uj € VG first

computes the Lagrange coefficient [14] cij and some
other parameters as follows:

ci=  JJini-i) modg, (6)
ujevVe\u;}
€i = Cj - Xj mod q, @
vij =& (h(y;% mod p)) “mod p , uj e VG\ui},
®)
t; =h(e;,h(g" mod p))modq, )

oi =G — Xit; modq . (10)
Then (vij, ti, o7) is sent to uj € VG\{u;}. After receiving
all (vji, tj, 03)’s, uj € VG\{ui}, each uj e VG computes
ej=h((g”! yjti )" mod p)vji modq , uj € VG\ui},
(11)
and checks whether Eq. (12) holds or not.
tj =h(ej.h(g”"y;" mod p))modq, uj e VG\{ui}.
(12)
If the above equality holds, uj € VG computes C' and
recovers the message as Egs. (13) and (14); else, (vjj, t;,
o) is requested to be sent again.



c'= T](e%ya%)" modp, (13)
UJ'EVG
m=h(C")s;mod p . (14)

uj € VG finally verifies the signature (s1, S2, S3) by

checking Eq. (15):
sp =h(m,h(g* Y, mod p),C")modq . (15)

If it holds, uj € VG is convinced that the signature is
valid. The correctness of Eqgs. (14) and (15) can be
assured as the proofs of Theorems 1 and 2,
respectively.

Theorem 1. uj € VG can recover the message m with

its embedded redundancy by Eq. (14).

Proof: From the right-hand side of Eq. (14), we have
h(C")s;

=h( [T@%ya")")s;

UjEVG

=h( [J(g"2g%)")s,

UjEVG

=h( [T m(h(yp* mod p))

UJ'EVG

(by Eq. (13))

(by Eq. (5))

(by Egs. (3) and (7))
=h(g")m(h(yp" mod p))*
(by Lagrange Interpolation [14])
=h(yp*)m(h(yp" mod p))~* (by Eq. (1))
=m (mod p)
which equals to the left-hand side of Eq. (14).
Q.E.D.

Theorem 2. uj € VG can verify the signature by
checking Eq. (15).
Proof: From the right-hand side of Eq. (15), we have

h(m, h(g*® y,°2 mod p),C")

=h(m,h(g""+*2g”*2 mod p),C’)  (by Eq. (5))
=h(m,h(g* mod p),C")
=s,(modq) (by Eq. (4))

which equals to the left-hand side of Eq. (15).
Q.E.D.

The signature conversion stage: In case of a later
dispute over repudiation, the designated group VG can

convince anyone that the resulted signature is uy’s
signature indeed by revealing the recovered message

m and its converted signature (S2, s3). With the help of
Eqg. (15), anyone can realize the signer’s dishonesty.

3. Security Considerations and
Comparisons

In this section, we will discuss some security
considerations of the proposed scheme followed by
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the comparisons with several previous works.
3.1. Security Considerations

The subsection talks about some security
considerations of the proposed scheme. The security
assumptions of our proposed scheme are the discrete
logarithm problem (DLP) and the one-way hash
function (OHF) [3, 9]. The definition of DLP is briefly
restated below: Let p be a large prime, g a generator,
and « a random integer. It is computationally

infeasible to derive « from known (g, g“ mod p). In
the following, we analyze the security considerations
in terms of confidentiality, unforgeability and
non-repudiation.

Confidentiality

Consider the attack that a malicious adversary
attempts to derive the user u;’s private key xj from the
corresponding known public key y; directly. However,
he will face the difficulty in solving the DLP and fail
to make it. As to computing the private key xj from the
t — 1 degree polynomial f(x), he has to know the secret
polynomial  f(x) first by reconstructing it
Unfortunately, the secret polynomial f(x) can only be
cooperatively reconstructed by any t or more of n
legitimate users. Thus, any adversary can not
successfully derive uj’s private key X; under the
protection of the DLP and the secret polynomial f(x).

If the attacker tries to recover the message m by
Eq. (14), he will make it unless he can retrieve the
common key between the group G and uy first.
However, he cannot successfully plot the attack under
the protection of the DLP and the OHF.

Unforgeability

The unforgeability of each uj’s public key is
based on the security assumption of the DLP. If an
attacker attempts to forge a valid authenticated

ciphertext (s1', s2', s3') on his arbitrarily chosen
message m', he has to derive s1' fulfilling Eq. (14) by
first randomly choosing (s2, s3', €j’s). Yet, the
randomly chosen (s2', s3") cannot pass the test of Eq.
(15). Further, it is computationally infeasible to derive
the signer uy’s private key x5 for forging a valid
authenticated ciphertext based on the intractability of
solving the DLP and the secret polynomial f(x). As to
forging a valid converted signature (s2', s3'), an
attacker has to compute (sp', s3') satisfying Eq. (15) by
first choosing a random message m'. Unfortunately, he
will face the difficulty in inverting the DLP and the
OHF, and vice versa.

Non-repudiation
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The authenticated ciphertext (s1, s, $3) produced

by the signer uy can only be verified by the group VG
of t designated recipients instead of anyone else for
the purpose of confidentiality. When the case of a later
dispute over repudiation occurs, the designated group
VG can convince anyone of the signer ug’s dishonesty

by simply announcing the converted signature (S2, $3)
with the recovered message m. Consequently, anyone
can perform the signature verification equation Eg.
(15) to arbitrate the dispute. According to the above

analyses of the confidentiality of the user u;’s private
key and the unforgeability of the authenticated
ciphertext, any malicious adversary  cannot
successfully forge a valid authenticated ciphertext

without knowing the signer uy’s private key x5. Hence,
the signer u, cannot deny his signatures.

From the above security discussions in terms of
confidentiality, unforgeability and non-repudiation, it
can be seen that our proposed scheme is secure against
known active attacks on condition that the security
assumptions of the DLP and the OHF are intractable.

3.2. Comparisons

We compare the proposed scheme (LWHH for
short) with several previously proposed ones including
the Hsu-Wu scheme (HW for short) [7], Araki et al.’s
scheme (AUI for short) [1] and Lv et al.’s scheme
(LWK for short) [8] in terms of some cryptographic
properties. The comparisons are shown as Table 1.

Table 1. Comparisons among previous works and
the proposed scheme

Schemes

LWHH | HW | AUl | LWK

Properties

Multi-user setting @) O x x

Convertible signature 0o x @] 0o

No extra conversion cost (0] X X (0]

4. Conclusions

In this paper, we have proposed a group-oriented
CAE scheme with (t, n) shared verification for
facilitating the gradually wide applications which has
to simultaneously satisfy the security requirements of
integrity, authenticity, confidentiality and
non-repudiation.  Instead of the conventional
one-to-one setting, the proposed scheme enables one
signer to generate an authenticated ciphertext such that
any t or more of n recipients can cooperatively recover
the message and verify the corresponding signature
while less than or equal to t — 1 can not. In case of a

later dispute over repudiation, the designated group
has the ability to convert the signature into an ordinary
one for convincing anyone of the signer’s dishonesty.
In addition, we also proved the correctness of the
proposed scheme and analyzed its security against
known active attacks.
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